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(54) REMOTE MONITORING SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To simplify the application of a device 
to be managed and reduce its price by making the communication of 
a satisfactory response possible without lowering a security level. 
SOLUTION: The remote monitoring system is composed of a virtual 
leased line 1, a plurality of devices 3 to be managed connected 
therewith via a LAN 2 and a control center 5 connected with the 
virtual leased line 1 via a LAN 4. The virtual leased line 1 is 
composed of routers 1 1 and 1 2. The router 1 1 encrypts data, 
identification information and destination information sent from a 
communication terminal 32, prepares a tunneling packet by adding 
the destination information of the router 1 2 thereto and sends it 
onto the Internet 10. The router 12 receives the tunneling packet, 
decrypts the encrypted data, the encrypted identification 
information and the encrypted destination information contained in 
the tunneling packet and transmits the data and the identification 
information to the control center 5 based upon the destination 
information. The control center 5 pairs and collects the data and 
the identification information from each of the devices 3 to be 
managed. 
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MRSfctty^P-KLfcy. SRf-*^-/^6S 

ictffl^. tfnffl*o>tt«3UlB 3ic79-fex*4fc» 

[0 0 4 0] »9l«**«lf{*ltW»U -f>9— 
h«B3fc8J^&. Itt»]**lc»i6*4^— 9<D«#*<fcft 

Stir, <>9— h**8ic9^>p-KS*L4. 

[004 1] Z*llC*fU -f >9 — **V h«*83^6, 
9 5AlCfcl*-C* X— 9»— ^6^<E>-^(Dffi^£*^S 

m+zb* ca)K*iz#**t-&**asjt«3iz»Lr» 


***L«. *LTJRJIIS*lfc^-9l*5 s -9*-/<6|Z 

>9 5 A j^e> fc LTO)-?— 9 

'So 

[0042] w± % m3mmmm\z^Hii. wham* 

* ^r-9 / < 6 IC J: y BHKf 4 Z £ A< PltElc ft 4 £ 1 
tic. 7— 9*— /<£BCTttattB3|z79-feXL 

r 7 s - 9 *k y at? c t *<-e * 4 o 

[0 0 4 3] ftfc\ K3jtIMIirC?li« -f>9— *vh 

4JS*8i*. ;i/-^7^Lt>f>J-^'> h 1 oicfg^ 

9— *ry ha»5fcl3\ PHS (Personal Handyphone Syste 
m)fc£<D««ffi«B«fc£^*«fcl\i -Y>9— **h*> 

[0 0 4 4] *fc. ±E**«»B-ei*. {fcJBUffllgi 
I*, -f >9— *«y hi Ot«eSIKB3i:a)MI^E$ 
*ifc;u— 9 1 1 *f >9 — h 1 O <h<g31-tr>9 5 

ta>raiz^K$nfc;u-9 i 2<h!z£y«j«**iT^4 

z*Uc|B&r, JU— 9 1 1 £/u-9 1 2i:lcft^ 
ts !U5<D#Jl::^-f J; aic. -t+t-Ptt. ;u-9 1 1 Ate 

ck^VPNgil 3<t. ;U— 9 1 2AfcJ:t/VPNgl 

9 1 1 AteJ:l/;U^9 1 2 A(7>S-^li. NAT^>IP7 
X*U-Kftif(7>J$«Sffll^-CTCP/ I Pfttf©?D 
ha;uic^4;u— T-f >9'^llfT'r4il^cD;u-9r*fe 

4 0 vpNgii3ii, tt«ama>aA«i3R^&aitt 

*tblc;u-9 i 2 A<7)565fe1Sffl*maL-C h>*«J >^ 
h*ft*L, CCD h>^>'J -WfiWv h^;u-9 
1 1 A«*-C-f >9— h 1 O-tlz&fcii-f 4o VPN 

»»l4li % -f>*-*yh10SirLT, VPNgl 
1 3^t>iSlffi*ttfc h>*'J Xf'Vrv h^;u-9 1 2 
A«S-e»«L. ^tilc#^tL4Bt-^ib$ti/c J f-9. 

1t#g^SlcZ(7>^$fetiai: 4: t Jz«#*4ifcT-9 fc* 
^^iJtf|g^ < i : S-tr>9lcil|{i-r4o *S-b>9 
^b«l : ^M^C7)Ji7Ftlll^lc$cill$^x4o ZCOmtfL 

[0 0 4 5] $t>|c. «k«9tt«$/i:tttt«9»aj:ra 

h^-9(z#^-r4-r>9-*^ hsffi*^. «ft 

h7— 9. /<va>t 1 -OO-V"?*? h9— 9lc^» . 
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ft^ti -l> «fe a ic u r t J; 

[0 0 4 6] 

fflj® t L A N £ tfr L T 8NR * tl^tlt > * <t l= * fJ * 
fc «}: HUEES-lr > 5" 1 <b * 1= %m®l l §m$& 

Bi=««#tifcLAN±i=am-r4a«*«i:i=*y«i 
1***1, «rEM-fe>*i*. l-c. 

-* vht mrE**asa£ ©iwi=*mk * *tfc«*«« 
i***u «mbb*bb h >* y >y*«i*. bebbb 

ftifeflMI*l*#fl:U ^*i€>l=ffirE*Sffi hi/* 'J >f 

tar*-*, i»E«aiih>*y>y^«i*. fiE-o 

S>aSffi**ifc h>*'J *Wrv hSBBL* c*il=B 

s*iaflHHb**ifc7*-*. a»jitafc«fct;$a*wffls 

C<D«#**tfc*ajfettl«t*::;:C!>Bjte««i: 
£ 1 $ *tfcT-* £ J: UWHIff « t WEBB* V 

B * frtz *?- 9 S3 * tftt»MHRfi<l§ft-l:: $ *iT JRBEB 
**t£>frf>. t+i'Jf-f U/<;u£Tlf*-i:*< 
fclxXTKl/XWaBtfpTEifcy, BBBB h>*'J > 
?¥BI=d?& <tth>*'J >*«Efc «fctfl*#lb«B 

*ri+. ©ii k y >y*«i='>tt < t * h y 

!gBl-ft-§-<bBE £iaitfc < Tj»t;A^. BBSBBtf) 

IS, Sfli«:9fllAnvtt^:««. 
[0047] M#]g2Ett(DS§HJil*. i»#JS 1 EKOJI 

«a« h >* y >y*«a>#^i*;u-* i=*a 


Tif&c £fc< &#fcux7K>xa>BS£RrBi: U « 
flSi©7 7"U >r-i >a ><&W«flsJ5«fctf«fiHHb* 

[004 8] »3ftJg 3 EK©flMI*. IS#E 1 EttCDiS 

Sat LTSitC-h-Sro-cfcy^ ccd«j£t-4,. -tr+a. 
swBtu *a»««a>T^y^— *>3>©fi*fca3 

[ O 0 4 9 ] Hf*£ 4 E«<DSKBtts I«*1S 1 *^t> 3 (0 

LN-rHAMcEaoSPBKa^X^rAlcteL^-C. stiia^- 

wE-r— - s» s *»T?«rEaessaroa 
«*Ri=ai«L. c©a«^«i*, ittE«nt-ea«**t 

1Wi*J *lttffE««-tr >-S> a)5B3fetSSt -b t l=9ttlft« 

38»ai=i«***tfcLAN±i=aa-r*a>-e. t-** 
t ffigasacoafi^s <t (Dmnmmtm^vn 
^4^-l>A^t». T-^a^staeasaroaB^si: 
©'iBi=a«^— ^u*3i*iH-r»»*<jii< *y. Jfixtt 

A<lS]_t-f •&„ 

[0 0 5 0] »*«5E«<D*WI4, »*S1^&4© 
L^-rtiJbMcEKOaPBEai/X-rAlzfcL^r. -f 

a-b>^li, UiiE-r— $nR«¥S(=*yJtt«*ififc#li 
0)7 i -'S<fcJ:t;^i]tf#^S^6<llCH{lE7 : -'S'-7—/<l- 

tMttt C<D^*IC#*+L«,«gSSai~*fLT 

•>7*Q-KU ItEf-: , flrE«Ji-fe>* A" 

SEttf*E«#«fc» Tftfi8$hfc-f>$-*7h 
4S^<ot * -tr x«« ear * 79 -tr x-gS^fft t $fiS 

h«B*^e,, mEit8(fliffi=»(CLf=tt*3i 

Sa-cofg^^*^fetil*, flUEtS-bv^MS^^* 

m«s»oTi**»s*<BB©**J!aai=*y»&*i 

-y^a c-ca§asai-r LtMftf-: ? ^ 
sxyiit'Ci:A<r*^i), 

[005 1] it#JS6E8U&«BJli;i\ Ii*SiA^5<D 
t^-r4^A^lcEttroa|iiK«vXT v AlzfcL^■r. itrEtsse 

asa^fciiBUEagssatisi-^^ hr7-^ic#« 
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